NMamaTka gna B3pocnbIX
«be3onacHbIn UHTEepHET»

VYBakaembie poautenu! Eciam Bamum netu monb3yroTcs cetbio «MuTepHeT», BhI, 6€3
COMHEHHMs, OECIIOKOMTECh O TOM, KakK yOepeub UX OT HENpPUSITHOCTEH, KOTOpPhIE MOTYT
NOJICTEPEraTh BO «BCEMHUPHOW MAayTHHE». 3HAYUTEIBHOE PACIpPOCTPAHEHHE MATEPHUAIIOB B
cetu «MHTEpHET», TPEIHA3HAUYEHHBIX TOJBKO JJISI B3POCIBIX MM HENPUEMIIEMBIX IS JETEU
M0 KaKOW-1100 APYyrod MpUYMHE, MOXKET JIETKO IPUBECTH K HETATUBHBIM MOCIIEACTBHUSIM.

B Hacrosiiee Bpemsi cuTyarusi CKJIIbIBAETCsl TAKUM 00pa3oM, U4TO KaXKIbli peOCHOK,
BBIXOISIINI B ceTh «HTEepHET», MOKET MpOoCMaTPUBATh JIFOObIE MaTEpUaibl. A 3TO HACUIIHE,
nopHorpadusi, CTpaHUIIbl, MOATAIKMBAIOIIAE MOJIOAEKb K CaMOYyOMHCTBAM, aHOPEKCHUU
(0TKa3 OT MpUemMa MUIIK), yOuicTBaM, CTPaHHUIIbl C HAIIMOHATMCTUYECKOM, SKCTPEMHUCTCKOM U
OTKPOBEHHO (DAIIMCTCKON HIE0T0THEeN U MHOTOE Japyroe. Yacto ObIBaeT Tak, 4TO MPOCMOTP
Takoi MHQpOpMAIIUU JTaKe HE 3aBUCHUT OT peOeHKa, Bellb HAa MHOTHX CalTaXx OTOOpakaroTcs
«BCILIBIBAIOIINE OKHA», COJIEpXkKAIMe HETATUBHYIO JIJISI HECOBEPIIEHHOJETHUX UH(POPMAIIHIO,
yaiie BCero NopHorpaduyecKkoro CoaepKaHusl.

KpoMme TOro, B cetu HEpenKo BCTPEYAOTCS JIOJIA, KOTOPBIE MBITAIOTCS C MOMOUIBIO
HNuTepHera BCTynarh B KOHTAakKT C JIETbMHM, IPECIEAYs OIACHBIE WM IPOTUBOIPABHBIC IS
pebeHka e, 3J0YMBIIUICHHUKH HMCTONIB3YIOT 3TH KaHAJbl JUIS TOTO, YTOOBI 3aCTaBUTh
JeTel BBIAATh JUYHYIO HWH(OpMAIMio, BOBJICYHb HECOBEPIICHHOJETHHX B COBEPIICHUE
ACOLUHUAIBHBIX U MIPECTYIHBIX JCUCTBHM.

MepsbI IPeAOCTOPOKHOCTH WJIH YTO HY’KHO IIOMHHUTH POAUTEISIM:

- 4TOOBI MpeaocTepeyb pedeHKa OT HeraTUBHOrO Bo3nehcTBUs MHTepHEeTa, 00BsACHUTE
JETSIM IPUHIMT paboThl ceTu. Hayunre pebeHka moyib30BaThCsl MOMCKOM B ceTu «HTepHETY.
[TokaxkuTe, KaK MCIOIb30BATh PA3IMYHBIE MOUCKOBBIE CUCTEMbI, B TOM YHUCJE JACTCKUE, JUIs
OCYIIECTBJICHUS TTOMCKA MO3HABATENILHON U pa3BUBAIOIIEH /7151 peOeHKa HHPOpMAIINH;

- peOEHOK IOJDKEH MOHMMATh W TIOMHHUTH: HaxokjaeHue B HHTepHETe BO MHOTOM
HallOMMHaeT TMpeOblBaHWE B O0OIIECTBEHHOM MecTe. OnacHoCTH, MOJACTEperarnme
MOJIB30BATEISI, CXOXKH C PUCKOM, BO3HHMKAIOIIMM TMPHU OOLIEHUU C YYyKUMHU JHOabMU. Ecim
JETH JIMYHO HE 3HAIOT YeJIOBEKa, C KOTOPBHIM OOIIAIOTCS B CETH, 3TO PABHOCUIBLHO OOIICHHIO
C HE3HAKOMIIEM B pPEaJIbHOM JKM3HU, UYTO 3aIPEIICHO;

- OyIpTe Bcerjia OCBEIOMIIGHBI O TOM, 4eM 3aHuMaroTcs Bamm nmetm B UHTepHere.
[TonpocuTe ux Hay4uTh Bac mosib30BaThCS Pa3IMYHBIMU MPUIIOKEHUSIMH, KOTOPHIMU BEI He
nojp3oBanuch panee. Ilocemaiite WuTepHer BMecte ¢ naetbmu. [loompsiite nereun
pacckasbiBaTh BaM 00 ycrexax U HeyAauax B IPOLIECCe OCBOEHUS CETH;

- TOMOTHUTE JeTSIM TOHATh, YTO HE CIeAyeT pa3memars B VHTepHETE IHYHYIO
uHpopmanuio o0 cebe M CBOEHl ceMbe: TMOJHbIE AHKETHbIE JaHHblE (CBOM JHMOO CBOUX
HECOBEPIIICHHOJETHUX JpYy3ei), HOMep MOOWIbHOrO TenedoHa, AOMAIIHUN ajapec, HOMED
IIKOJIBI, MECTO pPabOThl POJIUTENICH, TIOO0YI0 JPYrylo JUYHYI0 HHQPOpMAIUI0, a TaKKe
JneMOHCTpUpoBaTh GoTorpadun (cBou u ceMbr). OOBSICHUTE, YTO JTHOO0H YETOBEK MOXKET ATO
YBUJIETh U UCIOJIB30BATh B CBOMX IIEJISX, 3a4aCTYIO IPOTUBOINPABHBIX U AMOPAIbHBIX;

- ecnmu Bam pebGeHok monydaeT cmam (HEXeNaTelIbHYH JJIEKTPOHHYIO TOYTY),
OOBSICHUTE, YTO HE HY)KHO BEPUTh HANTMCAHHOMY B TaKMX MHUCbMaX U HU B KOEM Clydyae He
CJIeTyeT OTBEUATh HA HUX;



- peOCHOK JIOKEH 3HATh, YTO HEb3sl OTKPBIBATH (Dailyibl, MpHUCIaHHBIE HE3HAKOMBIMU
JTIOJIbMU, TIOCKOJIBKY OHHM MOTYT COJIep»KaTb BHUPYChl WM (OTO-, BHUJICOMATEPUAIIBI
HEMPUCTOMHOTO WJIM arpecCUBHOTO cojepkaHud. JlaiTe MoHATH peOeHKy, YTO HEKOTOphIe
moau B MHTepHEeTe MOTYT TOBOPUTH HENpaBay M ObITh HE TEMH, 3a KOTO ceOsl BBIJIAOT.
Hayuurte peGenka mpoBepsTh BCE TO, YTO OH BUAMUT U yuTaeT B IHTEpHETE;

- pacckaxute peOeHKy, uyTo B HTepHETe BCTpEHAIOTCAd M «XOPOIIUE», U KILTOXHE)»
moau. OOBsCHUTE, TOYEMY HE CTOUT J00aBISATh «B JAPY3bs» HE3HAKOMBIX JIIOJIEH — OHU
MOTYT OBITHh HE TE€MH, 3a Koro ce0s BbiaatoT. [Ipexynpennre pebeHka, 4ToObl OH HU B KOEM
Cllydae He CorJialajca Ha BCTpeuu ¢ HTepHeT-HE3HAKOMIIAaMU B PEAJIbHOM JKU3HU, MIPEKE
9eM HE ITIOCTaBUT B HM3BECTHOCTh Bac miam OMM3KHMX pOACTBEHHHKOB. IlocoBeryiiTe emy
oOmiatbesi B UHTEpHETE TOMBKO C TEMU, C KEM OH JIMYHO 3HAKOM;

- TIpeIoCTeperuTe OT CKauMBaHWS TUIaTHOM HWHQOpManuM, OCOOEHHO depes
cMc-coobmienus. OObsiICHUTE, MOYeMYy HE CTOMUT OOpalllaTh BHUMAHMS Ha sipkue OaHHEpPHI
C COOOIIEHUSIMU O BBIMTPHIIIAX WIH MPU3aAX;

- TIOCTOSIHHO OOIIAWTeCh CO CBOMMHM JICTBMHU, pacCKa3blBaliTe W COBETYWTE, Kak
IPaBUJIbHO MTOCTYNATh U PEarupoBaTh HA JEUCTBUS APYTrux jroaei B IHTepHeTe;

- Hay4yuTe JeTel MPaBUIBLHO PEarupoBaTh, €CIU UX KTO-TO OOHMJEN B CETH, WJIH OHHU
MOJIYYWJIM/HATOJIKHYJIUCh HAa AarpecCUBHBIM KOHTEHT, a Takke JI00yl0 aMOpallbHYIO
uHpopmaruio. Pacckaxute, Kysia B mogo0OHOM cilydae OHA MOTYT OOpaTUThCS;

- yOenurech, 4YTO Ha KOMIBIOTEPE, KOTOPHIM MOJb3YyIOTCA Baiu netw, ycTaHOBIEHBI
Y TIPaBUJILHO HACTPOCHBI CPEICTBA (PHIIBTPAIIUN.

PoauTebCKMd KOHTPOJIb — 3TO OrPaHUYECHUE JOCTyNma JEeTed U IMOJAPOCTKOB
K HexenarelbHbIM cauTtam B HMHrepHere. PoauTenbCKkuil KOHTPOJIb MOJKET HE TOJBKO
0JIOKMpOBaTh JOCTYIl K TaKUM caiiTaMm, HO M OrpaHWYUBATh HUCHOJIb30BaHue MHTEepHETa MO
BPEMEHU CYTOK, JHSIM HEACIM WM JJIATEIbHOCTH ceaHca. CyllecTByeT MHOXKECTBO
nporpaMM u  (QWIBTPOB, cpeaud HUX: aHTUBUpYC Kacmepckoro ¢ BO3MOXHOCTSMH
poauTenbckoro KouTpoist — «Kaspersky Internet Securityy», nporpamma-dunstp «NetPolicey,
nporpamma-bunsTp «MHTepHeT lleHzop», denepanbHas mporpaMma JIETCKOTO HWHTEpPHETA
«l'oryne» u apyrue;

- TNPUYYUTE JETEW, YTO OHM JOJDKHBI ITOCEHIaTh TOJBKO TE€ CAWTHI, KOTOpbIC BbI
pa3pemnmiag, TO €CTh CO3JalTe JIi HUX TaK Ha3bIBaeMblid «OE€INbI» CIHCOK CalTOB B
HNuTepHEeTe ¢ MOMOIIBIO CPECTB POAUTEIHLCKOTO KOHTPOJIS,

- HayyuTe Bailero peOeHKa YBaXEHHUIO M OTUKETy B TPOILECCE MOJb30BaAHUS
Nurepuerom. Ilompocute pebGeHka HE NPOBOLMPOBATH KOH(JIMKTHBIE CUTYyallUd W
OTHOCHUTBCS K APYTUM IOJIH30BATEIISIM TaK K€, KaK OH XOTeN Obl, YTOOBI OTHOCWIIUCH K HEMY
caMoMy. OOBSCHUTE, YTO HU TNPH KAKUX OOCTOSATEIHLCTBAX HE CTOUT pa3MellaTh
IIPOBOKAIIMOHHBIA MaTepHall M HE PAaCIIPOCTPAHSITh 0 YbeH-T100 NMpock0e NHPOpMAITMOHHBIC
1 arpecCUBHO-HACTPOCHHBIC cooOIeHus. Mudopmanms, BeiiokeHHas B UIHTepHET, 10CTyITHA
BCEM M MOJKET OBITh MCIIOJIb30BaHa B JIIOOBIX, B TOM YHCJIC, MOIIEHHUYSCKUX ILICIIAX.

Pacckaxkure ACTAM IIpaBUJIa 0e301macHoOro I/IHTepHeTa:

- HUKOMY M HHUKOrJa He pasriamaid cBoW mapoiu. OHM — TBOW TJIABHBIA CEKpET.
[Ipuaymaii CBOM yHUKaJIbHBIM IApOJIb, O KOTOPOM HHUKTO HE CMOXeT norazarbcsi. He



3amuChIBail Mapojii Ha OymMa)kkax, HE XpaHU UX B OTKPBITOM JocTyne. He ormpasisii cBou
IIapOJIH 10 JIEKTPOHHOM ITOYTE;

- MIPY PETUCTPALIMHU HA CaliTaX U B COIMANIbHBIX CETSAX CTapaicsi HE YKa3bIBaTh JIUUHYIO
uHpopmaiuio (cBou (pamuinio, UMsi 0TYECTBO, HOMED TelieoHa, apec MecTa KUTEJIbCTBA,
IIKOJIbI, MECTO pabOThl POAUTENICH U IPYTrO€) — OHA MOXKET OBITh JOCTYITHA BCEM, JIAXKE TEM,
KOT'O Thl HE 3HACUIb;

- MOMHH, 4TO (oTorpadusi, pazMmeiieHHas B IHTepHeTe JOCTyHA JUIsl TPOCMOTpPa BCEM.
Crapaiics He pa3memarh (HOTO, Ha KOTOPBIX H300pakeHa TBOSI CEMbsI, IIIKOJIA, JOM U JIpyTHe
JIMYHBIEC TAHHBIE;

- HE BCTPEYaiicsi ¢ TEMH, C KEM Thl 3HAKOMUIILCS JUIb B MIHTEpHETE;

- IOMHH, YTO MHOTHE JIIOJIM paccKa3blBatoT 0 cede B IHTepHeTe HenmpaBy, B TOM YUCIIE
CBEJICHMS O BO3pacCTe U MTOJIOBOM NPUHAJIEKHOCTH;

- B VIHTepHETE M COUMANIBHBIX CETSIX CTapaiicsi 0OIMaThCA TOJBKO C TEMH, C KEM ThI
TU4HO 3HaKoM. [loymali u mocoBeTyics ¢ poUTENIMU, IPEK]IE YEM JOOABUTh HE3HAKOMOTO
YeJioBeKa K ce0e B CIIUCOK «JIpy3eily;

- HE WCMOJb3yH BeO-kamepy Npu OOLIEHWU C HE3HAKOMBIMHM JIOJbMHU, TOMHHU O
HEO0OXOIUMOCTH COXPAHSATh AUCTAHIIUIO C HE3HAKOMIIAMU;

- yBaxkaii cobecennkoB B MHTepHere. Hukoraa u HU mpu KakuxX 0OCTOATETHCTBAX HE
yrpoka JpyruM, HE pa3Mellal arpecCUBHbIA M NPOBOKALMOHHBIM Marepuan. byap
npyxenooed. He rpyou;

- HE BCTyIall B HE3HAKOMBIE COOOINECTBA W HE PACIPOCTpaHSAN IO 4eh-Iu00 Mpochoe
MH(pOpPMAIIMOHHBIE, POBOKAIMOHHBIE U arPECCUBHO-HACTPOCHHBIE MaTepUalIbl U COOOIICHUS;

- HE BCE, YTO Thl MOXEIIb MPOUYECTh WUJIM YBUJETh B UHTEpHETE — MpaBaa. He eHucs u
nepenpoBepsii UHPOPMAIUIO B APYTUX MOUCKOBBIX CUCTEMAX WJIU CIIPOCH Y POAUTEINCH;

- IOMHH, YTO CYIIECTBYIOT CalThI, HEMIPEHA3HAYCHHBIE JJIsI ICTEH, HE 3aX0I1 Ha CANThI
«IJI T€X, KTO crapiie 18 ner», Ha HENPUWINYHBIE U arpECCUBHO HACTPOEHHBIE CalThl. Eciu
Thl TONaJ Ha TaKOW CalT MO CChUIKE, 3aKpoill CBOM Opaysep, HCHONb3Yys KJIABUIIU
“ctrl+alt+delete”;

- paccKaxu BCE, YTO Thl YBUJEJ, BBIYYMJI WJIM Y3HaJl HOBOTO B3pociomy. JloBepsii
CBOUM POAMUTENSM, TOCKOJIBKY TOJIBKO OHU CMOTYT IOMOYb B TPYAHOU CUTYyallUu;

- HUKOT/Ia HEe yKa3bIBail CBOM HOMep TenedoHa WK SJIEKTPOHHBINA aJpec, He OTIPaBIIsN
C Hero cmc-cooOuleHuss Ha He3HakoMmble Homepa B Wurepnere. Ecnu Tebe mnpurmuio
COOOIIIEHNE C HE3HAKOMOT'O aJpeca, €ro Jy4lle HE OTKPbIBATh;

- ecsii Te0e MOKa3aJloCh, YTO TBOU JPY3bsl OTHPABIISIOT TEOE «CTPAHHYIO» UH(OPMAIUIO
WJIU TIPOTrpaMMBbl, TIEPECIIPOCH Y HUX, OTIPABIISUIA JIU OHU Tebe kakue-auoo (daitnbl. MHorma
MOIIIEHHUKH MOTYT JEHCTBOBaTh OT MMEHHU UYXXHX JIFOJEH, B TOM 4YHCJIE TBOUX Jpy3ed U
POJCTBEHHUKOB;

- eCclii Thl Xouellb KynuTh B WHTepHeTe Kakyro-Iu0o yCiayry Wid Urpy, oOpaTuch K
B3pocioMy. OH nojcKkaxkeT Tede, kKak n30ekaTh MOIIICHHUYECTBA,

- He 3arpyskail (paiisibl, mporpaMMbl WIH MY3bIKY 0€3 COTJIacusi B3POCIBIX — OHU MOTYT
COJIEpKaTh BUPYCHI U IPUUYUHAT BPEJ KOMIIBIOTEPY.

Yro aeJaTb, €CJIN peﬁeHOK BCC K€ CTOJIKHYJICA C KAaKHUMH-JIH00 PHUCKaAMM.

YcTaHOBUTE MOJIOKUTEIBHBIA AMOIMOHATIBHBIA KOHTAKT C PEeOCHKOM, pPaCIOIOXHUTE
€ro K pa3roBopy O TOM, YTO CIy4YWJIOCh. Pacckakurte, 4To Bbl 0OECIIOKOCHBI TEM, YTO C HUM



npoucxoaut. PeOeHOK JOoJKeH BaM JOBEpSATh U 3HATh, YTO Bbl XOTHUTE pa3o0parbCs
B CUTYaIlMU ¥ TTIOMOYb €My, a HE HaKa3aTh.

[TocTapaiiTech BHUMATEIbHO BBICIYIIATh paccka3d peOCHKa O MPOU3OMISAIIEM, YTOObI
MOHSATh HACKOJIBKO CEPhE3HO CIIYUMBIIIEECS MOTJIO TTOBJIUATH HAa HETO.

Ecnu pebGeHok paccTpoeH YeM-TO YBHJICHHBIM (Hampumep, KTO-TO B3JOMall €ro
npoduiib B COIMAIBHON CETH) WM TMONal B HEMPHUSATHYIO CUTyaluiO (MOTPATWJI BAIllU WM
CBOM JICHBI'M B pE3yJbTaTe HHTEPHET-MOIICHHUYECTBA U IIpouee) — IOCTapalTech €ro
YCIOKOUTh. BMecTe ¢ HUM paz0epuTech B CHUTyallUH: YTO MPUBEIO K TAHHOMY PE3yJIbTary,
KaKue HEBEPHBIC JICCTBUS COBEPIIIII CaM PEOCHOK, a TJIe Bbl HE PACCKa3aIM €My O MpaBUjIax
6e3omacHoctu B MHTepHere. [IpoBenure «paboTy Haj omuOkamu» W OOBSICHUTE PEOCHKY,
Kak 00€30Macuth cedsi OT HeraTUBHBIX (pakTopoB HTEpHETA.

Ecnu curyanusi cBsizana ¢ HacwineM B VHTepHETe TO OTHOIICHUIO K PEOCHKY,
TO HEOOXOAMMO  BBIICHUTH HHOpManui 00 arpeccope, BBISICHUTb HCTOPHUIO
B3aMMOOTHOIIICHUH pedeHKa W arpeccopa, BBIICHUTH CYIIECTBYET JHM JIOTOBOPEHHOCTH
0 BCTpeue B peajbHOW >KM3HM; y3HATh ObUIM JIU TaKWE BCTPEYU U YTO U3BECTHO arpeccopy
0 pebeHke (peasibHOE MMs, hamMuiIus, aapec, TeaepoH, HOMEpP MIKOJbI U TOMY MOJI00HOE),
KECTKO HacTauBailiTe Ha M30€raHUM BCTPEY C HE3HAKOMIIaMHU, OCOOCHHO 0Oe3 CBUJETENeH,
MIPOBEPHTE BCE HOBBIE KOHTAKTHI peOCHKa 3a TOCIIeTHEE BPEMSI.

Cobepute Hambosiee MOJHYI0 WHGOPMAIIMIO O MPOMCIIECTBUM KaK CO CJIOB pPeOCHKa,

TaKk U C MOMOUIBIO TEXHUYECKUX CPEACTB: 3ailIUTe Ha CTPAHUIBl caiTa, rje ObLI Ball
peOCHOK, TIOCMOTPHTE CIIMCOK €ro Jpy3el, mpouyTute cooOmieHus. Ilpu HeoOXoammMocTh
CKOMTUPYWUTE U COXpPaHUTE ATy MH(POPMAIIO — B JATBHEHIIIEM 3TO MOXKET BaM TPUTOJIUTHCS
(mampumep, AJist oOpalieHus: B MPaBOOXPaHUTEIbHBIC OPTaHbl).
Ecnu BbI HE yBepeHbl B OIICHKE CEPbE3HOCTH MPOU3OIICANICTO C BalllMM PEOCHKOM, WU
OH HEJ0CTaTOYHO OTKPOBEHEH (HE TOTOB UJITH Ha KOHTAKT), UJIM Bbl HE 3HAETE KaK IMOCTYIUTh
B JaHHOW cuTyauud — oOpaTUTECh K creuuanuctaM (Tene@oH TOBepHs, ropsidasi JUHUS
u apyroe). Bam nmanyt pexkomeHmanuu o TOM, KyJa M B Kakoil (opme 0OpaTuThCA, eciiv
TpeOyeTcss  BMEHIATeNIbCTBO  JPYTMX  CIy)X0 W opraHusanuii, B TOM  YHCIE
MIPaBOOXPAHUTEILHBIX OPTAHOB.

Baul peoeHOok®




